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Figure 1. The training phase of ADAM
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Figure 2. The detecting phase of ADAM
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Attack #instances #classified detection #classified detection false
as un-
known

rate by as other rate by alarm

unknown attacks misclassificationrate

smurf 156 156 100% 0 0% 0.1%
mscan 6 6 100% 0 0% 0.1%
ipsweep 3 3 100% 0 0 1.7%
portsweep 5 5 100% 0 0% 1.7%
pod 73 73 100% 0 0% 1.7%
mailbomb 2 2 100% 0 0% 4.3%
teardrop 12 12 100% 0 0% 1.2%
snmpgetattack 13 0 0% 0 0% 0.2%
back 8 0 0% 0 0% 0.1%
neptune 23 6 26% 0 0% 2.9%

Figure 5. Experiment of Configuration1 on DARPA 1998 test data
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Name dict pod satan nmap guest smurf

#instances 2 23 10 1 2 348

Name teardrop ipsweep neptune portsweep back normal

#instances 31 47 50 39 4 1294

Figure 6. Attack distribution of DARPA 1998 training data

Attack #instances #classified detection #classified detection false
as un-
known

rate by as other rate by alarm

unknown attacks misclassificationrate

mailbomb 4 2 50% 2 50% 6.8%
apache2 9 1 11% 0 0%
udpstorm 12 8 75% 4 25%
telnet 1 1 100% 0 0%
guessftp 1 1 100% 0 0%
guesspop 1 1 100% 0 0%
process 3 3 100% 0 0%
pod 6 6 100% 0 0%
dict 2 1 50% 0 0%
teardrop 2 2 100% 0 0%
neptune 130 13 10% 0 0%
back 3 0 0% 0 0%
smurf 62 60 99% 0 0%
satan 6 1 16% 6 100%
portsweep 3 3 100% 0 0%

Figure 7. Experiment of Configuration 2 on DARPA 1999 inside data
when trained by 1998 training data
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Attack #instances #classified detection #classified detection false
as un-
known

rate by as other rate by alarm

unknown attacks misclassificationrate

mailbomb 8 3 37.5% 3 37.5% 5.7%
crashiis 1 0 0% 0 0%
telnet 3 3 100% 0 0%
guessftp 1 1 100% 0 0%
guesspop 1 1 100% 0 0%
process 2 2 100% 0 0%
apache2 8 0 0% 0 0%
pod 11 11 100% 0 0%
teardrop 3 3 100% 0 0%
neptune 134 19 14% 0 0%
back 6 0 0% 0 0%
smurf 24 24 100% 0 0%
ipsweep 1 1 100% 0 0%
portsweep 3 3 100% 0 0%
satan 7 1 14% 6 86%

Figure 8. Experiment of Configuration 2 on DARPA 1999 outside data
when trained by 1998 training data

Name pod mailbomb satan ipsweep neptune portsweep normal

#instance 11 1 3 22 13 5 1053

Figure 9. Attack distribution of DARPA 1999 training data

Attack #instances #classified detection #classified detection false
as un-
known

rate by as other rate by alarm

unknown attacks misclassificationrate

apache2 9 0 0% 0 0% 7.1%
udpstorm 12 12 100% 0 0%
telnet 1 1 100% 0 0%
guessftp 1 1 100% 0 0%
guesspop 1 1 100% 0 0%
process 3 3 100% 0 0%
dict 2 1 50% 0 0%
teardrop 2 1 50% 1 50%
back 3 0 0% 0 0%
smurf 62 60 99% 0 0%
mailbomb 4 4 100% 0 0%
pod 6 6 100% 0 0%
neptune 130 13 10% 0 0%
satan 6 1 16% 1 16%
portsweep 3 3 100% 0 0%

Figure 10. Experiment of Configuration 2 on DARPA 1999 inside data
when trained by 1999 training data

Attack #instances #classified detection #classified detection false
as un-
known

rate by as other rate by alarm

unknown attacks misclassificationrate

crashiis 1 0 0% 0 0% 5.6%
telnet 3 3 100% 0 0%
guessftp 1 1 100% 0 0%
guesspop 1 1 100% 0 0%
process 2 1 50% 0 0%
apache2 8 0 0% 0 0%
teardrop 3 2 67% 1 33%
smurf 24 24 100% 0 0%
back 6 0 0% 0 0%
pod 11 11 100% 0 0%
neptune 134 19 14% 0 0%
ipsweep 1 1 100% 0 0%
mailbomb 8 3 37.5% 3 37.5%
portsweep 3 3 100% 0 0%
satan 7 1 14% 2 30%

Figure 11. Experiment of Configuration 2 on DARPA 1999 outside data
when trained by 1999 training data



��

. -������ �	
�
��� 	�
��	��

� 
���
�� ����
��� �� &8')	 '"M&-;� =:/ �	�	 
 ����
���� ���
�		 �
	��
�� 	�
��	��
	 �� ��������� �� 
������ 

������ �	 
����

�� ������� 

������ �	 ���
	
����� �� 
 ��
��� �� �����	��� ����
���� �
��
���	 ��
� 
����	���� �� ��� ��
	���	
��
����� �� ��� ������	� �����	� �� 
��-J/ ��
��� �������� 	��	�����
�	 �� 	�	���


�� ��
� 
�� ������� �� ��� �#�
����� �� 
 �����
�� ��	��
� �� 	��	�����
�	 �� ���

������ �#�
����� �� ��� 	
�� �����
� ���� ��� 	����� 	�����
�	 
��	������	 
 ���
�����
� 
���
��� G��-=7/ �	��� 
 ���� ��
����� �����
�� �����
��� ����	 ��
� �����
�
��� 
������ 	�	��� 

�� �
	�� �� 
 ������ �� �������	 	�	��� 

��	� ������
����
�	 	�	��
��� ���� ��� �����
��� 	�	��� 

�� ����
��	 ���� ��� 

��
� 	�	��� 

���
G
�� 
�� (������-==/ �	�� 
 	����
� 
����

� ��� ���� ��
�	�� �� 
� ��
������
�

�������� ��
� ���
��	 ��� 	����� 	�����
�	 
�� �	�� �
�
 ���� 25'O 	���� 
���
�
��	� 1��	� 
�� & 
��
����
�� -K/ �����	�� �	��� 
 ����
� ������� �� ��
�� 

������ �� ����
����� ���� �� 
�� -=;/ �����	�� 
� 
����

� �� 
���
�� ����
����
�� �	��� ����
������ �����
��� 	�������
� �
�����	 ���
� 
�� �	�� �� 
�
�

������
�	��	) ���
���� ���� ����� � �����
	� �	 �	�� �� 	���� �
�����	 �� �	�� 

�������	

�� 
���
���	 
�� �������� ���� 
 �	��)	 

������ ����
��	 	�����

���� ���� ���	�
	��
���� �� ��� ����	�

���	 ���� ����
�	 
 ������ �� ����
���� ��� 
��

�	 �� �	���
���� ��� �����

�� ��	������ ����
�������	 �� ��� ��� 
��

�	 ���� ��� ��������� �� ����
� 

����
����	� 4� 
�� ��� 
�
�� �� 
�� 
��	��� ���
��� �����

/ %	������	��
4� �
�� 	���� ��
� ��� �	�����(
��	 �	���
��� ������ 

� ���
�
� �"�!)	

������ �� ����
� ��� 
��

�	� ��� �#��������
� ��	���	 	��� ��
� ��� ������ ����	
�� ����
���� ��� 
��

�	 ���	� ���������	 
�� ��%����� 
�� ��	������	�
��� ���� ���
����
� ��	�
�
�	 �� ��
����� �
�
� ��� ��� 
��

�	 ��
� �� ��� ��%�� ��
� ����
��� ����
� ��	�
�
�	� ��� ������ ���	 ��� ���� ���� 
�� ���� ��	
�
		��� ���� 
	
����
� ��	�
�
�	� +!�	
�
		��

���� �	 ��� ������ �� �	�����(
��	� 
�� �� �#�	�	 ��
����� 	������	�� 
�
		���� ���� 	��� 
�
		�	 
�� ��� ��	������	�
����, $������� ���

������ �� 

����� ��� 
�
		�	 �	 �
���� ���	��� �� 
�
		����	� 
�� ��
� �	 ���
�	���
��
� �� �
�� 

������ �� ���	 ����� 4� ���� 
������� ��� ��	�
�
� �� �#�������
���� ������
���� ���� ��
����� �
�
 �� =, �����
��� 	���
� ��� �
�
�����	 λ� �����

�� 6 �
�	 �� 
���	� λ �
�
 ����������� 
�� �
�
 ���������� '� ���	 ����� ��
�	� �
�
 ��������� ������ 	��
� �� ������� ��
����� �
�
 

����	 ��� ������
����

���� ��� ��	��������� �� ����� 
�� ������� 
��

�	 
	 ���� 
	 ����� ����
�������	�
�	 ��� 	���
���� �� ��� �
�
����� λ �	 ���� ������
�� 
�� 
%�
� ��� �������
�
� ��
�	�����(
��	� ��� 	���
���� 	����� �
�� ���� 


���� �� ��� ������
���� �� ��
�����
�
�
� 6, ����� ��� �����
���
���� �� 
��� �
���	 �� ��� 
��

�	 ��	��
� �� �������

		������ ���� �� ����	� ���
� �
� 
�
�

������ ��� 
��

�	 ���� �3
������ 
��



��
�����



��0��	�
�!'�

-=/ R. Agrawal and R. Srikant� Fast Algorithms for Mining Assocation Rules�
�� 9��
������	 �� ��� 6F�� PG"( 0�������
�� &
���
��� 0����� !
�� =EE7�

-6/ R. Agrawal and T. Imielinski and A. Swami� Mining Association rules
between sets of items in large databases� �� 9��
������	 �� ��� �0! &'1!*"
0�������
� �� !
�
������ �� "
�
� 4
	������� "�0�� !
�� =EE.�
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