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Abstract

Intrusion detection is an essential component of computer security mecha-
nisms. Intrusion detection systems (IDSs) need to efficiently and accurately adapt
to incorporate new knowledge of previously unseen classes of attacks (different from
incremental learning) that are constantly invented to prevent any further damage
as early as possible. Learning a completely new detection model from both known
attacks and new unknown attacks is usually very slow due to the complexity of
the problem and large size of the dataset. There isn’t much previous research to
address this issue. In this paper, we propose an “ensemble-based” method to effi-
ciently learn a light weight model from audit data of new attack patterns that is
then “attached” to an existing previously learned model by a decision rule system.
Our method solves the problem of fast training and efficient model deployment
that prevents the damage of new types of intrusions at its earliest stage. Several
configurations varying in the form of the underlying model and decision rules are
explored. The training cost of this method is significantly less than re-training a
monolithic model from both new and old training data. Empirical studies show
the ensemble-based method has comparable accuracy as the monolithic detector,
but the model generation time is 150 times faster. This quick learning time pro-
vides an opportunity to deploy new models rapidly to thwart damage of both new
and old classes of attacks, which can be replaced later with an updated and better
monolithic model as time and resources permit.
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1 Introduction

As the Internet plays an increasingly important role in our society, e.g., the in-
frastructure for E-Commerce and Digital Government, criminals and enemies have
begun devising and launching sophisticated attacks motivated by financial, politi-
cal, and even military objectives. We must ensure the security, i.e., confidentiality,
integrity, and availability, of our network infrastructures. Intrusion detection is the
process of identifying and responding to malicious activity aimed at compromising
computer and network security [2]. It is a critical component of the defense-in-depth
security mechanisms, which also include: security policy, vulnerability scanning
and patching, access control and authentication, encryption, program wrappers,
firewalls, and intrusion tolerance.

Intrusion detection systems need to efficiently and accurately adapt to incor-
porate new knowledge of previously unseen classes of attacks (different from incre-
mental learning as discussed below) that seem to be constantly invented. This task
can be accomplished either by hand coding new attack patterns and inserting into
existing models which are then broadly distributed, or by some automatic means
of learning about new classes of attacks that are then incorporated into existing
deployed models. The approach we have taken to IDS is to employ data mining
methods that analyze datasets including attacks and normal usage patterns to learn
models of attacks as well as anomalies. The obvious benefit of automated intrusion
detection is the efficiency of both training and deployment. As anecdotes of seri-
ous break-ins to major government, military and commercial sites have shown, our
adversaries, knowing that intrusion prevention and detection systems are installed
in our networks, will always be attempting to develop and launch “new” attacks,
one important problem for intrusion detection is the detection of these new types
of attacks. Last year’s Distributed Denial-of-Service (DDOS) attacks have caused
major disruptions for services provided over the Internet. Once knowledge about
new attacks are collected, they need to be quickly incorporated into existing detec-
tion systems to prevent any further damage of the new attacks as early as possible.
However, re-training a model for both existing and new attacks are usually very
slow in nature due to the complexity of the learning problem and large size of the
dataset. By the time a new detection model is ready, the new type of attack may
have already caused significant damage. There isn’t much previous research to ad-
dress this issue. In this paper, we explore an ensemble-based method to solve the
efficiency problem.

We develop an ensemble-based method that efficiently learns a model from
data about new attacks only, and then attach or “plug-in” this new attack detection
model into existing model that only detects old attacks. The combined model
detects both existing and new attacks. The training time of the new attack detection
model is significantly less than re-generating a completely new single model for all
known attacks from scratch. The method is straightforward to implement and
verify.

There are two major steps to generate the adaptive ensemble. The original
training set usually contains attack data and mormal connection data to model
specific known attacks. First, we demonstrate a method to convert this “two class”
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problem into a new one to detect “three classes” of connections: attack (a known
attack or misuse pattern), normal (the connection appears to be entirely a normal
connection) and unknown anomaly (a connection is not classified as either a known
attack or normal, hence its status is unknown). We refer to the “old model” trained
from old attack data as H;. H; classifies a connection event to be one of three
classes, normal, attack or anomaly.

After the new attack data is collected, a new model Hs is trained to classify
the new type of attack only. Since the training of Hs only uses relatively small
training set without any of the old data about existing attacks, it is very efficient.
Given both the old detector, Hy, and the new detector, Hs, at the second step,
we show a simple rule-based approach to plug in the new light weight model, Ho,
of a newly discovered attack into H;. At detection time, all connection events are
filtered by H; first; when H; predicts an anomalous connection, the connection
event will be consulted by H» to further decide if it is the new attack or just indeed
true anomalies. Thus two models are integrated, with the intent that the model
update is fast and easily deployed. Predictions by this ensemble-based method are
produced under several configurations and decision rules. In reality, Hy can be
plugged into H; on the fly at anytime without disrupting the detection by Hj.
Usually, new attack data is not collected at one time, but through a period of time;
H> can always be re-trained and replaced at anytime when more new attack data
are intercepted.

We have evaluated the proposed ensemble-based adaptive learning method
on DARPA 1998 Intrusion Detection Evaluation Dataset. We have found that the
method can reduce the training time by as much as 150 times without sacrificing
any prediction accuracy. The significant time saved by using the ensemble greatly
reduces the amount damage caused by new attacks.

Difference from previous work Previous work on ensemble of classifiers mainly
focus on improving accuracy and scalability. In [9, 11], Dietterich and Fan review
various existing methods on how to generate and combine base classifiers to form
an ensemble. Yet, there is very little known research on using ensembles to solve
“adaptive learning problems,” where a new class of data need to be recognized
by the existing model and training efficiency is strictly demanded. In this paper,
we explore a hierarchical approach to attach a new attack detection model to the
existing model in order to be able to classify both existing and new classes of
intrusions. In most of the previously proposed “flat” combining methods, all the
base classifiers’ outputs are combined and used. In our “hierarchical” approach, the
first classifier is always called; only when its prediction belongs to a set of classes,
the second classifier will be used and its prediction will be considered. The problem
of adaptive learning differs significantly from incremental learning. The assumption
of incremental learning is that class labels are fixed, but data points about these
given classes are assimilated one at a time. However, in our case, a new or a few
completely new classes of data become available and the model is required to be
able to classify them without compromising its ability to classify existing classes.
This paper is organized as follows. Section 2 briefly reviews the algorithm
that converts the two-class problem into a three-class problem. In Section 3, we
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Curved line is the border of training space.
The area enclosed in the curved line is the training space.
x are artificial anomalies (more at sparse regions).

Figure 1. Artificial Anomalies

propose four configurations of ensembles. Sections 4 and 5 discuss the experiment.
Section 6 reviews related work. The paper concludes in Section 7.

2 Distribution-based Artificial Anomaly Generation

The Distribution-based Artificial Anomaly or DBA2 algorithm is fully described
in [12]. The algorithm forces a typical machine learning algorithm to generate a
“three” class detector, attack, normal and anomaly, from training data initially only
labelled with attacks and normal data. This is accomplished by adding artificially
generated anomalous data to the original training set. The DBA2 algorithm solves
the problem in the first step to compute an adaptive ensemble.

The typical machine learning algorithm analyzes features in a labelled training
dataset to output a classifier that distinguishes one class of data from another. The
outcome is a set of feature tests that assigns an unlabelled datum to one of a
number of given classes. If a datum with a completely new class is given to the
classifier, the classifier will have no other choice and the predicted class will be
one of the previously known classes, which is obviously wrong. For example, if a
classifier trained to distinguish between “table” and “chair” is given a datum that
actually describes a “wardrobe,” the classifier will mistakenly declare it as a table
or a chair. Ideally, the correct answer should be “don’t know” or anomaly. To solve
this problem, the DBA2 algorithm works at the dataset level. The instance space is
completely defined by the Cartesian product of feature values of all features. The
training data or the data of all known attacks and normal connections are only a
subspace of the instance space. We call this subspace “training space.” The empty
space (the instance space minus the training space) contains data points that are
not in the training data and thus for which we have no ground truth. Many of them
are potentially “anomalies.” In order for the typical machine learner to distinguish
the training data points from anomalies, it needs to find the border between the
training space and the empty space. Unlabelled data that falls within the training
space will be given a label, such as normal or attack; those outside will be predicted
as anomalies.
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Input: D; Output: D’.

1. let F' = set of all features of D.

2. let Vy = set of unique values of some feature f € F'.
3. let D" = 0.

4. for each f € F :

e let countV,,; = the number of occurrences of the most frequently

occurring value in V.
e for eachv € V¢ :

— let countV = the number of occurrences of v in D.
— loop i : countV < i < countVipaz:

x let d = a randomly chosen datum d € D.
* let vy = the value of feature f for d.
« replace vy with a randomly chosen value v’ s.t. v’ # vAv' # vy

to create d'.
D'« D'"U{d'}.

*

5. return D’.

Figure 2. Distribution-Based Artificial Anomaly (DBA2) Generation Algorithm

To find out where this border may be, the DBA2 algorithm uses the heuristic
of “near misses,” or instances of data that are “close” to labelled data, but that
are not present in the original training data. Near misses or artificial anomalies
are computed from the training set. An example artificial anomaly is a datum
that has the same feature values equal to the corresponding feature values of a
datum in the training set “except for one differing feature value.” This heuristic
has been employed in early work in AI on different contexts and we apply the
same concepts here as well. The instance space has both sparse and dense regions.
Sparse regions are characterized by infrequent feature values. We compare sparse
regions to small islands, and dense regions to large islands. Sparse regions tend
to be grouped into dense regions to produce singularly larger regions by inductive
learning programs. The DBA2 algorithm highlights sparse regions by computing
more artificial anomalies whose number is proportional to the area’s sparcity. In
Figure 1, we illustrate the ideas of training space, border of training space and
artificial anomalies. When the original training data is augmented with artificial
anomalies to delineate the border between known and unknown, a classifier trained
from this augmented dataset will classify an instance to either belong to a known
class or the unknown class called “anomaly”. For example, the exemplar classifier
that only distinguishes “table” and “chair” will classify an instance of “wardrobe”
to be “don’t know”.

The DBA2 algorithm is summarized in Figure 2. It uses the frequency of fea-
tures to discover sparse regions in the training space and compensate their sparcity
with proportional number of artificial anomalies. Assuming that the value v of
some feature f is infrequently present in the dataset, we calculate the difference
between the number of occurrences of v, countV, and the number of occurrences
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of the most frequently occurring value v,q, of the given feature, countV,,q,. We
then randomly sample countV,, ., — countV data points from the training set. For
each data point d in this sample, we replace the value of feature f, vy, with any
v' such that v’ # v A v’ # vy to generate an artificial anomaly, d’. The learning
algorithm to train on the augmented dataset will then specifically cover all instances
of the data with value v for feature f. For example, a rule learner may produce the
following rule to cover all instances with value v, if f =v A ...then known. This
anomaly generation process is called distribution-based artificial anomaly generation
or DBA2, as the distribution of a feature’s values across the training data is used
to selectively generate artificial anomalies.

In [12], the method is applied to both pure anomaly detection and combined
misuse detection and anomaly detection problems. It has been shown that the
majority of anomalies can be successfully detected. A classifier trained from a
dataset augmented in this fashion with artificial anomalies predicts all known classes
of attacks, normal connections as well as anomalies. Knowing how to convert a two-
class (normal and attack) problem into a three-class problem (normal, attack and
anomaly), we next discuss the ensemble-based approach to adapt existing model to
detect the new attacks.

3 Ensemble-based Adaptive Learning

The idea of ensemble-based adaptive learning is illustrated in Figure 3. H; is trained
to classify a connection event to be one of three classes: attack, anomaly and normal.
Assuming that H; is accurate in classifying known attacks, the new attacks are very
likely to be classified as either normal or anomaly. When H,’s prediction is either
anomaly or normal, the connection event will be given to Hy to classify if it is an
instance of new_intrusion. H, will predict a default class if it doesn’t classify the
connection to be the new attack. If that is the case, the final prediction will be
the original prediction of Hj, which is either anomaly or normal. For simplicity,
we limit the scope of our discussion to the situation where only one new class of
intrusion is most recently discovered and knowledge of this new intrusion needs to
be efficiently incorporated into an existing detection model. When more than one
class of new attacks are gathered, Hs can always be trained from more than one
classes of data at the same time.

In order to classify three classes, the first classifier, Hy, is trained from all
available data at the time of training plus artificial anomalies generated by DBA2
from this data. There are different configurations on how H> is trained when data of
an entirely new class is collected, and how the decisions of H; and H» are combined
to produce a final prediction. Although, our methods are applicable to a wide
variety of domains, we base the discussion on intrusion detection. Thus, in the
following discussion we refer to the class label new_intrusion as the new class of
attack recently discovered. H, has been trained to detect new_intrusion’s.

Configuration I:  H, is trained from new_intrusion and normal data. The decision
rules in Figure 4 are evaluated to compute the final prediction. If H; classifies the
connection event to be either normal or anomaly, this event will be sent to Hs.
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Output H (x)

Output New_intrusi

No

Yes

Output  Hy (x)

Figure 3. Ensemble-based Adaptive Learning

If H, classifies it to be new_intrusion, the final prediction will be new_intrusion.
Otherwise, the final prediction will be the one predicted by Hj.

e H, is trained from new_intrusion and normal data.
e if (Hi(x)=normal) V (Hi(x) = anomaly) then

— if H>(x) = normal
then output < Hi(x) (normal or anomaly)
— else output < new_intrusion

e else output < Hi(x)

Figure 4. Ensemble-based Adaptive Learning Configuration I

H, is computed to separate known attacks from normal and anomaly; most
new_intrusion connections will be classified as either anomaly or normal. Since Hs is
computed from new_intrusion and normal data, and new_intrusion is the minority
class, H» is accurate in classifying the new attack, but classify true normal and
anomaly connection events as normal. When Hs predicts normal, we simply emit
the prediction by H;, which is either normal or anomaly.

Configuration Il: As shown in Figure 5, Configuration II is a slight variation
of Configuration I. Only when the prediction by H; is anomaly, the connection
data record will be given to Hy for classification. If H; has a high precision® for
predicting normal and high recall rate? for predicting anomaly ( in which case most
new attacks will be classified as anomaly), the performance of Configurations I and
IT will be very close. Otherwise, the Configuration I will have a higher recall rate for
new_intrusion. Nonetheless, Configuration II will have a much higher throughput

IPrecision rate measures the percentage of predicted class i that are actually class i, and is
defined as precision = % x 100% where P; is the set of predictions with class ¢ and W; is

the set of instances with class ¢
2Recall rate measures the percentage of instances of class i being correctly classified, and is

defined as recall = % x 100%.
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rate since a majority of connections are normal and Configuration I spends extra
time to examine every predicted normal connection by H;.

e H> is trained from new_intrusion and normal data.
e if Hi(x) = anomaly then
— if H>(x) = normal
then output < anomaly
— else output < new_intrusion

e else output < Hi(x)

Figure 5. Ensemble-based Adaptive Learning Configuration IT

Configuration Ill: The combination rules are shown in Figure 6. The second
classifier is trained from new_intrusion and artificial anomalies computed from data
of new_intrusion only. When the prediction by H; is anomaly, it will be given to Ho
to classify. If Hs predicts new_intrusion, the final prediction will be the new attack.
Otherwise, it will be the prediction by H;. Most instances of new_intrusion will be
classified as anomaly by Hy and the second classifier Hy will identify new_intrusion
from all other anomalies.

e H, is trained from new_intrusion and artificial anomalies computed from
new_intrusion.
e if Hi(x)=anomaly then

— if H,(x) = anomaly then outcome < anomaly
— else output < new_intrusion

e else output < Hi(x)

Figure 6. Ensemble-based Adaptive Learning Configuration IIT

Configuration IV: As show in Figure 7, Configuration IV is similar to Configura-
tion III, but all of the connections predicted as either normal or anomaly will be
given to Ho for classification.

e H> is trained from new_intrusion and artificial anomalies computed from
new_intrusion.
e if (Hi(x)=anomaly) V (Hi(x) = normal) then

— if H,(x) = anomaly then outcome < anomaly
— else output < new_intrusion

e else output < Hi(x)

Figure 7. Ensemble-based Adaptive Learning Configuration IV
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Efficiency versus Accuracy In all four configurations, the predicted anomalies by
H, will always be sent to Hs to identify possible members of the class new_intrusion.
If the precision of normal classification or recall rate of anomaly detection is not
perfect, sending predicted normal records to H, will increase the recall rate of
new_intrusion. However, at the same time it will reduce the classification through-
put rate in a real time environment since most connections in reality are normal
anyway. In practice, we can dynamically decide whether to test a connection that
is predicted mormal based on system performance, i.e., there is clearly a tradeoff
between accuracy and efficiency.

Next, we discuss the empirical studies using DARPA evaluation dataset and
RIPPER on the above approaches.

4 Experiment Setup

We first discuss the choice of learning algorithm, then discuss the dataset and a
simulated real-world scenario.

Learning Algorithm We have chosen to use RIPPER [8], an inductive decision
rule learner, for these experiments. One advantage to use rule learners is the com-
prehensibility of rules by domain experts. RIPPER generates two types of rules,
either ordered or un-ordered.

An ordered ruleset has the form “if r; then i; elseif r» then is, ..., else
default”. Before learning rules from a dataset, RIPPER first heuristically orders the
classes by one of the following methods: + freq, increasing frequency; — freq, de-
creasing frequency; given, a user-defined ordering; mdl, minimal description length
heuristics to guess an optimal ordering. After arranging the classes, RIPPER finds
rules to separate class; from classes classs, ..., class,, then rules to separate classs
from classes classs,...,class,, and so on. The final class class, will become the
default class. The end result is that rules for a single class will always be grouped
together, but rules for class; are possibly simplified, because they can assume that
the class of the example is one of class;,-..,class,. If an example is covered by
rules from two or more classes, this conflict is resolved in favor of the class that
comes first in the ordering. An ordered ruleset is usually succinct and efficient,
however, may not be very accurate since it biases towards classes early in the order.
That is. it favors class; over class;y1. A + freq ruleset will not have any normal
rules at all; it is likely for a normal connection to be predicted as some attacks.

An un-ordered ruleset has at least one rule for each class and there are usu-
ally many rules for frequently occurring classes. There is also a default class
which is used for prediction when none of these rules are satisfied. Unlike or-
dered rulesets, all rules are evaluated during prediction and conflicts are broken
by using the most accurate rule. It is possible to convert any un-ordered ruleset
into a logically equivalent ordered one. To do so, we order all rules by decreas-
ing precision and alter them to ordered form. For example, consider the rules
if AN B then i; (0.99);if C then i : (0.98) : .... We then change them into
ordered form if A A B then i; elseif C' then i elseif.... This process will not
affect the logic because if an early rule (with high precision) is satisfied, there is no
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Table 1. Intrusions, categories and sampling

U2R R2L DOS PRB
buffer_overflow | 1 | ftp_write 4 | back 1 ipsweep 1
loadmodule 2 | guess_passwd | 1 | land 1 nmap 1
multihop 6 | imap 2 | neptune 2—10 portsweep | 1
perl 6 | phf 3 | pod 1 satan 1
rootkit 2 | spy 8 | smurf 2—10

warezclient 1 | teardrop | 1
warezmaster 1

utility in checking later rules with lower precision. Un-ordered rulesets, in general,
contain more rules and are usually more accurate for multi-class problem like intru-
sion detection. If there are k classes in the dataset, learning an un-ordered ruleset
is about k times more expensive than learning an ordered ruleset. Our previous
work [12] has shown that un-ordered rulesets are more accurate for anomaly detec-
tion, which is the first step of the proposed ensemble approach; we choose to use
un-ordered ruleset in this study as well.

Dataset The experiments use data distributed by the 1998 DARPA Intrusion De-
tection Evaluation Program, which was conducted by MIT Lincoln Lab (available
from the UCI KDD repository as the 1999 KDD Cup Dataset). We use the same
taxonomy for categorization of intrusions as was used by the DARPA evaluation.
This taxonomy places intrusions into one of four categories: denial of service (DOS),
probing (PRB), remotely gaining illegal remote access to a local account or service
(R2L), and local user gaining illegal root access (U2R). The DARPA data were gath-
ered from a simulated military network and includes a wide variety of intrusions
injected into the network over a period of 7 weeks. The data were then processed into
connection records using MADAM ID [17]. A 10% sample was taken which main-
tained the same distribution of intrusions and normal connections as the original
data (this sample is available as kddcup.data.10% from the UCI KDD repository).
We used 80% of this sample as training data and left the remaining 20% unaltered
to be used as test data for evaluation of learned models. For infrequent intrusions
in the training data, the records for those connections were repeatedly injected to
prevent the learning algorithm from neglecting them as statistically insignificant
and not generating any rules for them. For overwhelming intrusions in the training
data, only 1 out of 20 records were sampled. This is an ad hoc approach, but it
produces reasonable results. Table 1 shows the category (U2R, R2L, DOS, PRB)
and sampling rate of each intrusion.

Simulated Scenario The purpose of ensemble-based adaptive learning is to signif-
icantly increase learning efficiency, but at the same time, preserve accuracy. We as-
sume that the monolithic classifiers trained from the same training set from scratch
are potentially more accurate models than the ensembles. To verify the effective-
ness, we compare their training efficiency and testing accuracy.

We simulate a real-world scenario to study the approach. The detection model
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Table 2.

Three unique orders to introduce simulated new intrusions

1 back smurf perl

2 buffer_overflow spy land

3 loadmodule teardrop phf

4 perl pod multihop

5 rootkit phf back

6 ftp_write neptune imap

7 warezclient multihop warezmaster

8 warezmaster nmap smurf

9 guess_passwd ipsweep neptune
10 imap satan guess_passwd
11 land portsweep Spy

12 portsweep land satan

13 satan imap rootkit
14 ipsweep guess_passwd ipsweep
15 nmap warezmaster teardrop
16 multihop warezclient ftp_write
17 neptune ftp_write loadmodule
18 phf rootkit pod

19 pod perl warezclient
20 teardrop loadmodule buffer_overflow
21 Spy buffer_overflow portsweep
22 smurf back nmap

is trained from data of a few intrusion classes and later some new intrusion types and
data are available for learning. There are n + 1 connection classes in the evaluation
dataset, including n different types of intrusions and normal; the data of connection
class £ is denoted as D,. The full set of connection classesis F' = {¢,...,€,41}. We
form n initial training sets S; (i = 0,...,n — 1) and keep track of connection classes
excluded from S; in a set of labels L;; So = Dpormar and Lo = F — {normal},
S;i = 8S;i-1UDp and L; = L;—y — {¢}, where £ is any label s.t. £ € L;_;. The
excluded intrusions Dy (where ¢’ is any class s.t. ¢/ € L;) are taken individually
as new_intrusions to train Hy for the ensemble-based approach. As a comparison,
we compute a monolithic classifier from S; U Dy plus computed artificial anomalies.
For each S;, there are n — i different tests. For n initial training sets, there are
n—1 - _ n(n=1) .
o (n—1i)= 25— unique tests.

For n intrusion types, there are totally n! different ways to order how the
intrusions are introduced to produce initial training set and there are as many as
nin(n — 1)/2 learning tasks. In the 1998 DARPA intrusion detection evaluation
dataset, there are 22 intrusion types, which allowed us to run 231 (=22%2L) com-
parisons for each order. To avoid 21! (or 1.124x 10?!) different orders and 2.60 x 10
comparisons, we have chosen only the three unique orders shown in Table 2. The
first and last two orders are completely random. The second order is a completely
reverse order of the first one; this is meant to test if the accuracy to detect some new
intrusions are significantly influenced by those intrusions already in the training set.
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5 Experiment Results

We first study the accuracy of the ensemble-based methods as compared to the
single classifier, then the efficiency to train the ensembles.

Accuracy We compare the ensemble-based method with its respective monolithic
classifier on both predictive accuracy and training efficiency. For new_intrusion,
there are 4 predictive outcomes: new_intrusion, other intrusions that are not new_intrusion,
anomaly and normal. We calculate precision, recall, anomaly detection, other and
false negative (or mon-detection) rates to measure all 4 possible outcomes. Preci-
sion shows how much we can trust the prediction by the detector when it flags
new_intrusion. Recall rate tells us if we trust the prediction by the detector, the
percentage of new_intrusion we can correctly detect. Anomaly detection rate mea-
sures the percentage of new_intrusion being detected as anomaly, and is defined as
%anomaly = W x 100%, where A is the set of predicted anomalies
and Doew_intrusion 1S the set of new_intrusion data. Other detection rate measures
the percentage of new_intrusion being classified as some other types of intrusions.
Anomaly detection rate and other detection rate describe the percentage of true
new_intrusions if not detected correctly but at least flagged as “abnormal.” False
negative or non-detection measures the overall performance.

Since we have 231 comparisons (explained in Section 4) for each order and five
different measurements, and each comparison has results for both the ensemble and
monolithic classifier, there are a total of 2310 (=231 x 2 x 5) measured rates for each
order or 6930 for all three orders. It would not be useful to report every detailed
result. Instead, we report the average of the measured rates for the ensemble and
monolithic classifier, and their differences as shown in Table 3.

In Table 3, we show averaged precision, recall, anomaly, other and false neg-
ative rates for the ensemble-based method (e) and monolithic classifier (m), and
their differences (e-m) for all intrusion types over all 3 orders. The results of four
configurations are shown in each row marked I to IV. Since the monolithic classifier
is the basis of comparison, their results are shown in single columns.

Configuration I has the best overall performance; it has significantly the high-
est precision and recall rates, which result in its lowest non-detection rate. Its
precision rate is 20% lower than that of the monolithic classifier, which contributes
to its slightly higher recall rate. Its non-detection rate is slightly lower than that
of the monolithic classifier due to its slightly higher recall rate. The second best
performer is Configuration II. Its precision rate is slightly lower and the recall rate is
40% lower than Configuration I; these result in its much higher non-detection rate.
The big difference of recall and non-detection rates between I and II is apparently
due to whether we use Hs to examine predicted normal’s by H;. Since the anomaly
detection may not detect all anomalies, or the recall rate of anomaly detection is
not 100%, it is useful to re-examine predicted normals of H; by Hs.

The performance of IIT and IV is worse than that of Configurations I and II;
the precision rates are about 50% less, and recall rates are slightly lower as well.
The reason is that the data size for each intrusion type is very small by itself; a
few types of intrusions have only 30 to 50 examples in the training data. It is hard
to produce effective artificial anomalies from such a small sample. The recall rate
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Table 3. Accuracy of monolithic classifier and four configurations on all
three different orders

Precision(%) Recall(%) Anomaly(%)
e ‘ m ‘ e-m e ‘ m ‘ e-m e ‘ m ‘ e-m
I 58.6 -18.0 90.2 +3.47 2.5 -5.6
II 51.0 -25.6 50.2 -36.6 2.5 -5.6
76.6 86.8 8.2

III 22.2 -54.4 46.1 -40.7 6.7 -1.5
v 17.0 -59.6 86.0 -0.8 6.7 -1.5

Other(%) False Negative(%)

e ‘ m ‘ e-m e ‘ m ‘ e-m

I 4.3 +3.6 3.0 -14

II 4.3 +3.6 43.0 +38.6

0.7 4.4
11T 4.3 +3.6 43.0 +38.6
v 4.3 +3.6 3.0 -1.4

e: ensemble-based method
m: monolithic classifier

e — m: the difference of ensemble-based method and monolithic classifier

of Configuration IV is higher than that of Configuration III since we use H» to
re-examine predicted normals by H;.

The anomaly detection rates of I and II, and also IIT and IV are the same;
this is because H is the same and the test set is also the same. The other detection
rates of all four configurations are the same since it uses the same classifier (either
H, or the monolithic classifier) when flagging new_intrusion as other types of known
intrusions.

Training Efficiency We measured the training time by running learning tasks in
a separate machine that had no other jobs running at the same time, and all files
were on the local hard disk. The training time included the time to generate arti-
ficial anomalies (for the monolithic classifier and Configurations III and IV). The
ensemble classifier approach finished in between 3 to 4 hours, but the monolithic
model ran about 3 weeks or 504 hours to generate the 22 un-ordered rulesets for
each order. In other words, the monolithic classifier approach is about 150 times
more expensive than the ensemble approach. This significant difference in learning
comes from that fact that monolithic classifier is trained as an k-class problem using
accurate un-ordered ruleset and its training set size is much bigger than the one to
train Hs as a 2-class problem.

Taking both accuracy and training efficiency into consideration, Configuration
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1is the best performer; it has a predictive accuracy as good as a monolithic classifier,
but the training cost is 150 times less.

Additional Experiments As an interesting comparison, we also measured the ef-
ficiency to use monolithic classifier without artificial anomalies. This monolithic
classifier doesn’t provide as much utility as one trained with artificial anomalies,
since it cannot detect anomalies and will always misclassify unknown intrusions as
normal or one of the common intrusion attacks. We used the first order in Table 2
for the comparison. We have found that the ensemble-based approach is as accurate
as the monolithic classifier, and the training cost is about 100 times less (instead
of 150 times less). Training a monolithic classifier without artificial anomalies is
faster, but still not as efficient as training an ensemble.

6 Related Work

Ensembles of classifiers can be generated in various ways. The major issues are how
individual classifiers are trained, and how they are combined to form an ensemble.

In past research, individual classifiers have been trained by generating sub-
samples of the training set, manipulating the input features and output targets,
and injecting randomness. A few of the most interesting works to subsample train-
ing sets are bagging [3], cross-validation committee [23] and boosting [26]. Bag-
ging [3] works by generating n examples drawn randomly with replacement from
the original training set with n instances. K-fold cross-validation [23] partitions the
training set and forms a sample by using k — 1 partitions. Boosting [26], especially
AdaBoost [13], maintains a distribution over the entire training set. The weighted
training set is given to the learner to produce a hypothesis. The error rate is used to
update the distributions. Manipulating input features generates multiple classifiers
trained from disjoint feature subsets [6]. ECOC [10] transforms a K-class problem
into L binary problems by partitioning K classes and associated training examples
into two disjoint sets L times. A binary hypothesis is produced for each converted
binary problem. Various methods of randomization have been introduced to pro-
duce individual classifiers such as initial parameterization [15], random selection of
multiple choices [1], injection of noise in training samples [25], and random hypoth-
esis sequence generation using the Markov Chain Monte Carlo method [19, 21, 7].
In this paper, the individual classifiers are trained from completely disjoint dataset
that may not even share the same feature sets.

Individual classifiers are combined into ensembles by simple-voting, weighted-
voting, gating networks, stacking and arbitration. As suggested by their names,
simple-voting and weighted-voting combine the decisions by predicting the class
with the highest vote. In gating network, the weight is computed as a function
of both the input and the hypothesis [14]. Both stacking or combiner [27, 4] and
arbitration [4] learn a separate classifier to combine the predictions of individual
classifiers. Stacking or combiner [27, 4] learns a meta-level hypothesis on the cor-
relations of predictions of individual hypotheses to the true label. Arbitration [4]
learns a separate classifier from base-level training set whose weighted votes by in-
dividual classifiers are below a threshold value. Combiner has been implemented
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as a publicly available JAVA based meta-learning system JAM to provide scalable
learning [24]. Various approaches to prune the ensemble to increase throughput and
methods to combine a classifier learned from different dataset to increase accuracy
have been explored in JAM. In the proposed adaptive learning method, the indi-
vidual hypotheses are combined in a hierarchical way; data items are sent to the
second hypothesis for classification only when necessary.

We are not aware of closely related work in the generation of training data
belonging to an unknown opposite class. Given unlabeled instances, Nigam et al.
[22] assigned labels to them using a classifier trained from labeled data and put
them in the training set for another round of training. In a skewed distribution
scenario, Kubat and Matwin [16] attempted to remove majority instances too close
to and too far from the decision boundary. Maxion and Tan [20] used conditional
entropy to measure the regularity in the training set and have shown that it is easier
to detect anomalies for data with high regularity. Lee and Xiang [18] also applied
entropy to determine how hard it is to learn a model of normality and abnormality.
Chang and Lippman [5] applied voice transformation techniques to add artificial
training talkers to increase variabilities.

7 Conclusion

As our adversaries constantly invent and launch new types of attacks to services
provided over the Internet, Intrusion Detection Systems need to efficiently and ac-
curately incorporate knowledge of previously unseen attacks into existing detection
model to prevent any further damage by new attacks as early and as much as possi-
ble. There isn’t much previous research to address this problem. In this paper, we
studied the problem of using supervised inductive learning techniques to efficiently
and accurately adapt existing detection model to new class of intrusions. Based on
a general anomaly detection framework, we use ensembles of classifiers to quickly
learn and deploy models to detect newly discovered intrusions. We first show how to
convert a detector that only detects normal and attacks into one that detect three
classes of connections, normal, attack and anomaly. We then discuss a method to
train a light weight model from new attack data only and use a simple decision
rule system to attach this new model to existing detection model. Thus two mod-
els are integrated and the training time only comes from the computation of the
second model on new intrusion only, which is significantly less than re-computing a
new model from both new intrusion and all known intrusion data. We explore and
analyze four different configurations to train the light weight model and respective
decision rule systems.

Empirical evaluations on the 1998 DARPA intrusion detection evaluation
dataset have shown that using ensemble-based adaptive learning methods to detect
newly discovered intrusions is as accurate as learning monolithic models over all
available data to detect intrusions, yet with significantly lower training cost. This
quick learning provides an opportunity to deploy new models rapidly to thwart
damage of both new and old attacks, which can be replaced later with an updated
and better monolithic model as time and resources permit.
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