











[10]

[11]

[12]

[13]

[14]

[15]

[16]

(17]

(18]

[19]

[20]

[21]

(22]

J.-S. R. Jang, C.-T. Sun, and E. Mizutani, Neuro-
Fuzzy and Soft Computing: A computational approach
to learning and machine intelligence. Prentice Hall,
1997.

T. F. Lunt, “Detecting intruders in computer
systems,” in Proceedings of Conference on Auditing
and Computer Technology, 1993. [Online]. Available:
http://www.sdl.sri.com/nides/index5.html

H. S. Teng, K. Chen, and S. C. Lu, “Adaptive real-
time anomaly detection using inductively generated se-
quential patterns,” in Proceedings of IEEE Symposium
on Security and Privacy, Oakland, CA, May 1990, pp.
278-284.

T. Lane and C. Brodley, “Approaches to online learn-
ing and conceptual drift for user identification in com-
puter security,” ECE and the COAST Laboratory, Pur-
due University, Tech. Rep. Coast TR 98-12, 1998.

E. Eskin, M. Miller, Z.-D. Zhong, G. Yi, W.-A. Lee,
and S. Stolfo, “Adaptive model generation for intru-
sion detection systems,” in Proceedings of the ACM-
CCS Workshop on Intrusion Detection and Prevention,
Athens, Greece, 2000.

K. Yamanishi, J. Takeuchi, and G. Williams, “On-line
unsupervised outlier detection using finite mixtures
with discounting learning algorithms,” in Proceedings
of the Sizth ACM SIGKDD International Conference
on Knowledge Discovery and Data Mining, Boston,
MA, Aug. 2000, pp. 320-324.

J. Cannady, “Next generation intrusion detection: Au-
tonomous reinforcement learning of network attacks,”
in Proceedings of the 23rd National Information Sys-
tems Security Conference, 2000.

W. Fan, “Cost-sensitive, scalable and adaptive learning
using ensemble-based methods,” Ph.D. dissertation,
Columbia University, Feb. 2001.

M. Hossain and S. M. Bridges, “A framework for an
adaptive intrusion detection system with data mining,”
in Proceedings of the 13th Annual Canadian Informa-
tion Technology Security Symposium, Ottawa, Canada,
June 2001.

A. K. Ghosh and A. Schwartzbard, “A study in using
neural networks for anomaly and misuse detection,”
in Proceedings of the Eighth USENIX Security Sympo-
stum, 1999.

E. Eskin, A. Arnold, M. Prerau, L. Portnoy, and
S. Stolfo, “A geometric framework for unsupervised
anomaly detection: Detecting intrusions in unlabeled
data,” in Applications of Data Mining in Computer
Security, D. Barbara and S. Jajodia, Eds. Kluwer,
2002.

A. Lazarevic, L. Ertoz, V. Kumar, A. Ozgur, and J. Sri-
vastava, “A comparative study of anomaly detection
schemes in network intrusion detection,” in Proceed-
ings of the 8rd SIAM International Conference on Data
Mining, San Francisco, California, 2003.

A. Valdes, “Detecting novel scans through pattern
anomaly detection,” in Proceedings of DARPA Infor-
mation Survivability Conference and Ezxposition, Wash-

ington, DC, April 2003, pp. 140-151.

[23] G. A. Carpenter, S. Grossberg, and D. B. Rosen,

“Fuzzy art: Fast stable learning and categorization
of analog patterns by an adaptive resonance system,”
Neural Networks, vol. 4, pp. 759-771, 1991.

441





