











Thus simulating the value is possible by choosing a
random number from an uniform distribution over F
and encrypting this random with Fj.

At lines 34 and 38, the results of the square compu-
tation and scalar product are random shares, simulated
by both P, and P, as shown in Lemma 4.1.

Note that the scalar product in line 39 is a com-
pletely local computation by P, and thus does not need
to be simulated by P;. Protocol 2 can thus be simu-
lated, with the composition theorem being applied to
the scalar product protocol at lines 10 and 38 and to
the square computation protocol at line 34.

THEOREM 4.3. The evaluation protocol in Section 3.3
privately computes the class.

Proof. For nominal attributes, the shares of the proba-
bilities are present with both the parties to begin with.
The secure In computation returns random shares to
both the parties. By Lemma 4.1, these shares can be
independently simulated by both the parties.

For numeric attributes, shares of the means and
variances are present with both the parties. The secure
In computation returns random shares of the variance to
both the parties, which can be independently simulated.
The call to the secure square computation protocol also
returns random shares of (z — u)?. Finally, the divi-
sion protocol computes random shares of (z — p)?/0?.
By Lemma 4.1 all these shares can be independently
simulated by both the parties.

The addition and comparison circuit is a generic
circuit, proven secure in [2]. The result is simply
the output class, and is simulated exactly as the final
result is presumed known by the simulator. Applying
the composition theorem to the secure In computation,
protocol 1, protocol 2, and the square computation
protocol, the evaluation protocol is also secure.

5 Conclusion.

Often, when legal/commercial reasons restrict sharing
data, it may be imprudent to share models generated
from the data. We have presented a method that
bypasses this restriction.

Space restrictions preclude a detailed analysis of the
communication cost. For nominal attributes, assuming
k classes and r values for the attributes, protocol 1 is
O(rkn); this is reasonable for small values of r and k
(where Nalve Bayes is most effective), while building the
tree for numeric attributes is O(kn). Evaluating the tree
requires an operation for each attribute, where the op-
erations are constant (although non-trivial, dominated
by the cost of the Secure In protocol). Future work will
address the practical cost of this method, using tools
such as hardware cryptographic accelerators.

This paper is based on the semi-honest model.
While the components can be extended to the malicious
model, doing so efficiently is an interesting research
problem. In general, the efficiency of privacy-preserving
protocols is open — most are significantly more expen-
sive than non-privacy-preserving protocols for the same
problem. Progress in this area will enable application
of data mining to opportunities that are currently un-
explored due to privacy and security concerns.
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