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Abstract

Many applications generate massive data streams. Sum-
marizing such massive data requires fast, small space algo-
rithms to support post-hoc queries and mining. An important
observation is that such streams are rarely uniform, and real
data sources typically exhibit significant skewness. These
are well modeled by Zipf distributions, which are character-
ized by a parameter,z, that captures the amount of skew.

We present a data stream summary that can answer point
queries withε accuracy and show that the space needed
is only O(ε−min{1,1/z}). This is the firsto(1/ε) space
algorithm for this problem, and we show it is essentially
tight for skewed distributions. We show that the same data
structure can also estimate theL2 norm of the stream in
o(1/ε2) space forz > 1

2 , another improvement over the
existingΩ(1/ε2) methods.

We support our theoretical results with an experimental
study over a large variety of real and synthetic data. We
show that significant skew is present in both textual and
telecommunication data. Our methods give strong accuracy,
significantly better than other methods, and behave exactly
in line with their analytic bounds.
Keywords: data stream analysis, data mining, Zipf distribution,
power laws, heavy hitters, massive data.

1 Introduction

A number of applications—real-time IP traffic analy-
sis, managing web clicks and crawls, sensor readings,
email/SMS/blog and other text sources—are instances of
massive datastreams. Here new data arrives very rapidly
and often we do not have the space to store all the data.
Hence, managing such streams needs algorithmic methods
that supportfast updatesand have asmall footprintof space.
See [17] for a detailed motivation for these constraints in
the context of IP traffic analysis. Similar motivation can be
found in high performance web data analysis [25], mining
email streams [40], aggregating sensor data [39], analyzing
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financial time series [52], processing high-volume scientific
measurements [30], detecting communities in communica-
tion graphs [7] and others.

There are typically two aspects to analyzing data
streams. The first issummarizingdata streams for post-hoc
queries. Data stream methods use asynopsisto summarize
the data stream on the fly. “Synopsis” means a small space
representation of the data stream that can be rapidly updated
as the data stream unravels; typical synopses are samples and
sketches. The second aspect of analyzing data streams is the
type of queries that are supported, whether using synopses or
without. Since many of these data stream applications tend
to be about monitoring data sources say for adverse events
such as intrusion detection, fraudulent communities, etc., an
essential set of problems are of the datamining genre. For
example, how to find heavy hitters or frequent items, large
changes and evolving trends, or perform clustering and sim-
ilarity searching, decision tree classification, regression and
other statistical analyses. See the ensemble of websites for
project descriptions [41, 26, 48, 1, 15, 28, 45], bibliogra-
phies [50], tutorials [20, 34], surveys [5, 24, 44] in addition
to a number of special issues in journals, workshops, etc.

We study both summarization and mining problems
with data streams. Our work here was initiated by our
experience with IP traffic analysis using Gigascope [15],
AT&T’s IP traffic analysis system, as well as our work on
mining text streams [40]. Our observation was that data
streams involved distributions that were not arbitrary, but
rather typically quiteskewed. For example, if one studied
the distribution of the IP addresses that used a link of the
backbone network or the distribution of flows or bytes sent
by each IP address, the distribution was zipfian, fractal
or multi-fractal. This has been studied in detail in [33].
Similarly, the word frequencies in natural text is well known
to be zipfian; word frequencies in text streams such as email
or blogs tend to be heavy-tailed [36]. In nature, zipfian
distributions (also known as power laws) abound in citation
distributions to web accesses for different sites, file sizes
transferred over the Internet, etc [8].

Motivated by our experience and the widely-prevalent
evidence of skew in data streams, we study summarization
and mining problems with skewed data streams. We take a
formal approach, focusing on zipfian (more generally,Zipf-
like which we define later and which is quite general) skew
on the domain1 . . . U . The Zipf distribution is also known











6 SecondFrequency Moment Estimation

The second frequency moment, and the closely relatedL2

norm, have been the focus of much study in the data stream
community. The work of Alon, Matias and Szegedy [4]
spurred interest in the data stream model of computation.
One of their results was an efficient algorithm to compute
the second frequency moment of a stream of values in space
O( 1

ε2 ). As was observed by the authors of [19], the same
algorithm also allowed theL2 difference of two streams
to be computed in a very general model. The algorithm
can also be viewed as a streaming implementation of the
Johnson-Lindenstrauss lemma [29] with limited randomness
and bounded space. The lemma states that a set of vectors in
Euclidean space can each be replaced by a vector inO( 1

ε2 )-
dimensionalspace,and inter-vector distances are preserved
up to a(1±ε) factor with high probability. This dependency
on ε is essentially tight in terms of the dependency onε for
general distributions: a lower bound ofΩ( 1

ε2 ) hasrecently
beenshown [51]. This is problematic for applications that
require a very fine quality approximation, sayε = 1%
or 0.1% error, since the dependency onε−2 means a high
space cost. Here, we show how the CM sketch can be
used to approximate this heavily studied quantity with strong
guarantees of accuracy, and how, for skewed distributions,
theΩ(ε−2) space bounds can be beaten for the first time.

6.1 Skewed Data
We describe the estimation procedure for theL2 norm; to
estimate the second frequency moment, we return the square
of this value. When the distribution is skewed (z >1),
there are a few items with high frequency, and so a simple
method to approximate the norm suffices. That is, we simply
compute our estimate of theL2 norm as

min
j

(
∑

k

count[j, k]2)1/2

which is minimum of theL2 norm of the rows of the sketch.
We refer to this method as CM+.

THEOREM 6.1. This procedure estimates theL2 norm of
streams with Zipf skewness parameter> 1

2 , with error

bounded byε‖a‖2 whereε = O(w
−(1+z)

2 ), with probability

at least1− δ = 1− 3
4

−d
.

Proof. Let m = w1/2. Then, with constant probability, in
any row the largestm items fall in different buckets within
the CM sketch. This follows from the pairwise independence
of the hash functions used.

We compute the (squared) error in thejth estimator as
Xj =

∑
i count[j, i]2 − ‖a‖22. Consider the expectation of

this quantity when the above condition holds, that is, when
them largest counts are inm distinct buckets:

E(Xj) =
U∑

i=1

a2
i +

U∑
i=1
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2
1

w
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fi

U∑
j=m+1

fj + (
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fi)2)

≤ 2
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Thismakes use of the Facts 4.2 and 4.3 to bound the sum
of the tail of the distribution and to relate theL1 norm to the
L2 norm. Note that, sinceai = ‖a‖1fi and‖a‖22 =

∑
i a2

i ,
we can write‖a‖22 = ‖a‖21

∑
i f2

i . We can substitute this
inequality, and then use the lower bound of Fact 4.3 to
rewrite

∑
i f2

i in terms ofz and cz. We set the expected

squared error equal toε‖a‖22/2, which givesw = O(ε
−2
1+z ).

We treat the terms polynomial inz as effectively constant.
We then apply the Markov inequality, so with proba-

bility 3
4 , Xj < 2ε‖a‖22. This implies that‖a‖22 ≤ Xj ≤

(1 + ε)2‖a‖22. Taking the square root of all terms in this
inequality bounds theL2 norm ofa. For each row the prob-
ability of this failing to hold is no more than34 : 1

2 for the
m itemsnot falling in different counters,14 from theMarkov
inequality. Taking the minimum of these estimates amplifies

the probability of success to1− 3
4

d
. �

6.2 Moderate Skew
For the moderate skew (z < 1), and unskewed cases, we
use the CM Sketch data structure to effectively simulate the
sketch proposed by Alon Matias and Szegedy [4]. This
shows the flexibility of the CM Sketch. In order for the re-
sults to be provable, we need to strengthen the hash func-
tions used, from pairwise independent to 4-wise indepen-
dent2. Apart from this change, the data structure is con-
structed and maintained in the same way as before.

Again, let m = w1/2; it remains the case that them
largest items will not collide, although these contribute a
smaller amount to theL2 norm. Now, compute the estimate
(denoted CM−) of theL2 norm for each row by taking the
square root of

Yj =
∑w/2

k=1(count[j, 2k]− count[j, 2k − 1])2.

2In [4], the authors argue that in practice, pairwise or other hash
functions will often suffice.




