





























data points. This is because of the following reasons:

e When the number of points in each cluster were
large, the accuracy of the uniform distribution
assumption during the splitting process is main-
tained.

o When the clusters are tight, these data points
represent a small spatial locality with respect to
the rest of the data set. An approximation in a
small spatial locality does not significantly affect
the overall correlation structure.

We note that the process of representing a small spatial
locality in a group and that of representing a larger
number of data points in a group are two competing
and contradictory goals. It is important to pick a
balance between the two, since this tradeoff defines
the quality of performance on the underlying data
mining algorithm. This balance is externally defined,
since the average group size is determined by the
privacy requirements of the users. In general, since
our approach continued to be as effective as the base
classification accuracy over a wide range of group sizes,
this illustrates the effectiveness of our methodology in
most practical scenarios.

5 Conclusions and Summary

In this paper, we discussed a scheme for privacy pre-
serving data mining in which the data points are al-
lowed to have variable privacy levels. This is useful in a
number of applications in which different records have
inherently different privacy requirements. We propose
a method for privacy protection in a data stream en-
vironment using condensed statistics of the data set.
These condensed statistics can either be generated stat-
ically or they can be generated dynamically in a data
stream environment. We tested our results on a num-
ber of real data sets from the UCI machine learning
repository. The results show that our method produces
data sets which are quite similar to the original data in
structure, and also exhibit similar accuracy results.
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