











Protocol permute_share

Input: Alice has a vector of cluster centers C'

of the form ((¢1,w1),..., (ck, wk)),

Bob has a random permutation ¢ and

a random vector R = ((r1, s1), ..., (Tk, Sk)).
Output:  Alice obtains ¢(C + R) as output.

1. Alice chooses a key pair (pk, sk) and sends the public
key pk to Bob.

2. Alice computes the encryption of the vector C as
((E(c1), E(w1)),...,(E(ck), E(wy))) and sends to Bob.
3. Bob uses the property of the homomorphic encryption
scheme to compute ¢((E(c1+71), E(wi+51)),. .., (E(ck+
ri), E(wr + sx))) and sends to Alice.

4. Alice decrypts to obtain her share ¢((c1 +
ri,wi + $1),...,(ck + Th,wr + sk)) and Bob’s share

is ¢((—=r1,—81)y- -+, (=T, —Sk))-

Figure 5: Secure protocol to permute shares

the indices ¢ and j such that (ef}) + (e}) is minimum
using Yao’s circuit evaluation [14]. Both Alice and Bob
learns the indices ¢ and j. This is efficient provided
k? is not too large. Alice and Bob compute the merge
cluster centers as random shares using a secure scalar

protocol [3] and a weighted-mean protocol [7].

5.3 Efficiency and Privacy. The overall compu-
tational complexity of the privacy-preserving version
of the Recluster protocol is O(k3¢) encryptions, and
O(nk3¢) multiplications for Alice and O(k*¢) exponen-
tiations, O(k?) encryptions and O(nk3¢) multiplications
for Bob, where k denotes the number of clusters, n de-
notes the size of the database and ¢ denotes the number
of attributes in the database, and ¢ denotes the maxi-
mum number of bits for an encryption. The communica-
tion complexity is O(k®cf) bits, which does not depend
on n. Although the computational complexity is cubic
in k, for large data sets and small k, our protocol is
not significantly slower than the k-means protocol for
horizontally partitioned data.

Both parties compute k clusters independently from
the data objects they own. They communicate with
each other when they merge 2k clusters into k clusters.
The merge_clusters protocol does the merging using se-
cure permute_share protocol, the scalar product proto-
col, and the Yao’s protocol. These protocols are secure.
They do not leak any information. The cluster centers
at the end of the merge_clusters protocol is obtained
as a random shares between the two parties. When
the parties like to compute the cluster centers they ex-
change their shares to each other. All the intermediate
results are also available as random shares between the

two parties. Both parties cannot learn any information
from the encrypted messages that are communicated
since the encryption scheme chosen is semantically se-
cure. Hence the privacy-preserving Recluster protocol is
secure and does not leak any information. The proto-
col achieves the same privacy as when a trusted third
party is used. Earlier protocols for privacy-preserving
k-clustering [12, 7, 5] are all based on the k-means al-
gorithm. The k-means algorithm computes candidate
cluster centers in an iterative fashion. All three of these
protocols reveal the candidate cluster to which each ob-
ject has been assigned. Our protocol does not leak any
intermediate information, and is hence more private.
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