


















[9] O. Goldreich, S. Micali, and A. Wigderson, “How
to play any mental game - a completeness theorem
for protocols with honest majority,” in 19th ACM
Symposium on the Theory of Computing, 1987, pp.
218–229. http://doi.acm.org/10.1145/28395.28420

[10] O. Goldreich, The Foundations of Cryptography.
Cambridge University Press, 2004, vol. 2,
ch. General Cryptographic Protocols. http://www.
wisdom.weizmann.ac.il/∼oded/PSBookFrag/prot.ps

[11] O. Goldreich, S. Micali, and A. Wigderson, “Proofs
that yield nothing but their validity or all languages
in np have zero-knowledge proof systems,” Journal of
ACM, vol. 38, pp. 690–728, 1991.

[12] S. Goldwasser, S. Micali, and C. Rackoff, “The knowl-
edge complexity of interactive proof systems,” in Pro-
ceedings of the 17th Annual ACM Symposium on The-
ory of Computing (STOC’85), Providence, Rhode Is-
land, U.S.A., May 6-8 1985, pp. 291–304.

[13] “Standard for privacy of individually identifiable
health information,” Federal Register, vol. 67,
no. 157, pp. 53 181–53 273, Aug. 14 2002.
http://www.hhs.gov/ocr/hipaa/finalreg.html

[14] W. Jiang and Chris, “Transforming semi-honest proto-
cols to ensure accountability,” in Workshop on Privacy
Aspects of Data Mining (PADM06) in conjunction with
the Sixth IEEE International Conference on Data Min-
ing (ICDM06), Hong Kong, China, December 18-22
2006.

[15] M. Kantarcioglu and O. Kardes, “Privacy-
preserving data mining in malicious model,”
Department of Computer Science, Stevens Institute
of Technology, Tech. Rep. CS-2006-06, 2006. http:
//www.cs.stevens.edu/∼onur/docs/TR-2006-06.pdf

[16] Y. Lindell and B. Pinkas, “Privacy preserving data
mining,” Journal of Cryptology, vol. 15, no. 3, pp.
177–206, 2002. http://www.research.ibm.com/people/
l/lindell//id3 abs.html

[17] M. Naor, B. Pinkas, and R. Sumner, “Privacy preserv-
ing auctions and mechanism design,” in Proceedings
of the 1st ACM Conference on Electronic Commerce.
ACM Press, 1999.

[18] “Secure hash standard,” National Institutes of
Standards and Technology, Tech. Rep. FIPS PUB
180-1, Apr. 17 1995. http://www.itl.nist.gov/fipspubs/
fip180-1.htm

[19] P. Paillier, “Public key cryptosystems based on com-
posite degree residuosity classes,” in Advances in
Cryptology - Eurocrypt ’99 Proceedings, LNCS 1592.
Springer-Verlag, 1999, pp. 223–238.

[20] R. L. Rivest, A. Shamir, and L. Adleman, “A
method for obtaining digital signatures and public-key
cryptosystems,” vol. 21, no. 2, pp. 120–126, 1978.
http://doi.acm.org/10.1145/359340.359342

[21] R. L. Rivest, “The md5 message-digest algorithm,”
Network Working Group, MIT Laboratory for Com-
puter Science and RSA Data Security, Inc., Tech. Rep.
RFC 1321, Apr. 1992.

[22] A. C. Yao, “Protocols for secure computation,” in Pro-

ceedings of the 23rd IEEE Symposium on Foundations
of Computer Science. IEEE, 1982, pp. 160–164.

[23] ——, “How to generate and exchange secrets,” in Pro-
ceedings of the 27th IEEE Symposium on Foundations
of Computer Science. IEEE, 1986, pp. 162–167.

[24] J. Zhan, S. Matwin, and L. Chang, “Privacy-preserving
collaborative association rule mining,” in Proceedings
of the 19th Annual IFIP WG 11.3 Working Conference
on Database and Applications Security, Storrs, Con-
necticut, Aug. 7-10 2005.




