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Abstract network administrator, monitoring the (source, destination)

Given a large sparse graph, how can we find patterns aRdflows over time. For a given time window, the traffic
anomalies? Several important applications can be modd@fgrmation can be represented as a matrix, with all the
as large sparse graphs, e.g., network traffic monitorifg§Urces as rows, all the destinations as columns, and the
research citation network analysis, social network analy$igunt of exchanged flows as the entries. In this setting,
and regulatory networks in genes. Low rank decompositiod§ want to find patterns, summaries, and anomalies for the
such as SVD and CUR, are powerful techniques for reveali@yen window, as well as across multiple such windows.
latent/hidden variables and associated patterns from hijpecifically for these applications that generate huge volume
dimensional data. However, those methods often ignore figlata with high speed, the method has to be fast, so that
sparsity property of the graph, and hence usually incur ibgan catch anomalies early on. Closely related questions
high memory and computational cost to be practical. ~ &ré how to summarize dynamic graphs, so that they can be
We propose a novel method, ti@mpact Matrix De- ef_f|C|entIy stored, e.g., for_ hlstorlcal_analy5|s. We refer to
composition (CMD) to compute sparse low rank approxithis challenge as théynamic graph miningroblem.
mations. CMD dramatically reduces both the computation The typical way of summarizing and approximating
cost and the space requirements over existing decompB¥irices is through transformations, with SVD/PCA [15,
tion methods (SVD, CUR). Using CMD as the key buildl8] and random projections [17] being popular choices.
ing block, we further propose procedures to efficiently cofilthough all these methods are very successful in general,
struct and analyze dynamic graphs from real-time applidg! large sparse graphs they may require huge amounts of
tion data. We provide theoretical guarantee for our metho8Bace, exactly because their resulting matrices are not sparse
and present results on two real, large datasets, one on A8y-more.
work flow data (100GB trace of 22K hosts over one month) Large, real graphs are often very sparse. For example,
and one on DBLP (200MB over 25 years). the web graph [20], Internet topology graphs [12], who-
We show that CMD is often an order of magnitude mofg/Sts-whom social networks [7], along with numerous other
efficient than the state of the art (SVD and CUR): it is ovégal graphs, are all sparse. Recently, Drineas et al. [10]
10X faster but requires less that/10 of the spacefor the proposed the CUR decomposition method, which partially
same reconstruction accuracy. Finally, we demonstrate hfifiresses the loss-of-sparsity issue.
CMD is used for detecting anomalies and monitoring time- e propose a new method, call€@mpact Matrix De-
evolving graphs, in which it successfully detects worm-likgmposition (CMD)for generating low-rank matrix approx-

hierarchical scanning patterns in real network data. imations. CMD provides provably equivalent decomposition
as CUR, but it requires muclessspace and computation
1 Introduction time, and hence imoreefficient.

Moreover, we show that CMD can not only analyze

Graphs are used in multiple important applications such gs,. : .
. o . .Sfatic graphs, but we can also extend it to handle dynamic
network traffic monitoring, web structure analysis, socia o .
raphs. Another contribution of our work is exactly a

network mining, protein interaction study, and scientif etailed procedure to put CMD into practice, and especially

computing. Given a Ia_rge graph, we yvant_ o d|_scovF:rr high-speed applications like internet traffic monitoring,
patterns and anomalies in spite of the high dimensionali . . O .
ere new traffic matrices are streamed-in in real time.

of data. We refer to this challenge as 8tatic graph mining Overall, our method has the following desirable proper-
problem. . '
ties:

An even more challenging problem is finding patterns

in graphs that evolve over time. For example, consider 3, East: Despite the high dimensionality of large graphs,
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