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Figure 3: Comparison of original and pseudo-data in
amino-acid composition (HS)
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Figure 4: Comparison of original and pseudo-data in
amino-acid composition (MS)

We note that the purpose of the condensation
approach is to create pseudo-data which is similar in
distribution to the original data. This ensures that
aggregation based data mining algorithms can be used
on the data without affecting the overall results. We
tested how the distribution of the different amino-acids
varied from the original data set to the synthetic data
set. For this purpose, we generated the histogram of the
distribution of the different amino-acids for the different
data sets. We computed the level of variation among
the different histograms for the different data sets over
different group sizes. In Figures 1, 2, 3, and 4, we have
illustrated the aminoacid composition of the original
data and pseudo-data using the condensation based
approach. In each case, the generated string length
was set to the average string length over the entire
database. The group size used in each case was 20.

The histogram illustrates the compositional behavior for
each if the 20 different amino-acids. The label on the
X-axis indicates the index of the amino-acid alphabet,
which can vary from 1 to 26 depending upon the index
of the alphabet. Note that since some of the alphabets
(such as B or Z) do not correspond to amino-acids, the
frequency of the corresponding alphabet index is always
zero in both the original data and generated pseudo-
data. For the other amino-acids, the frequencies of each
amino-acid in both the original and generated pseudo-
data are approximately the same. This is true of all
the four data sets illustrated in Figures 1, 2, 3, and
4 respectively. Other aggregate tests on classification
and distance function computation are available in an
extended version of this paper [2].

4 Conclusions and Summary

In this paper, we proposed a methods for condensation
based privacy preserving data mining of strings. We
discussed a method to segment the string data into
groups. The segmented string data is then used in
order to generate pseudo-data from the different strings.
This generation is done by constructing a probabilistic
model from each group. The probabilistic model stores
both first and second order information about the
string templates in each group, and uses these summary
statistics to generate strings which fit this model. We
tested the resulting pseudo strings for a aggregate
composition, and showed that the approach retained
similarity in composition while preserving privacy.
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